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A Multiple Feature Fusion System for Fingerprint Recognition
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Abstract: A number of different features, besides minutiae, have been used for fingerprint matching. Previous studies
have shown that the performance of a fingerprint recognition system can be improved by combining these features with
minutiae through a fusion strategy. However, most of these studies extract only a single type of feature for fingerprint
recognition, and then fuse it with conventional minutiae-based method to improve performance. In this paper, in order to
select the best fusion of fingerprint features, a comparative study of combining multiple features is firstly carried out on
several fingerprint databases. All the comparing results show that, generally the more features being used, the better the
performance is. However, beyond four features, the performance improvement is negligible. Based on these
observations, a multi-feature based fingerprint recognition system using the best combination of the four features is
proposed. The experimental results comparing to the-state-of-art algorithm show the effectiveness of the proposed

system.
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1. INTRODUCTION

Biometric technologies are playing more and more
important role in various security applications [1].
Among these technologies, fingerprint recognition is
considered to be one of the most reliable. As a result, it
has been extensively used in personal identification [2,
3].

There are many different features which can be
used to represent fingerprints. The most common
representation is based on minutiae which are ridge
endings or bifurcations on the fingerprints. Almost all
the fingerprint recognition systems store the minutiae
template (sometimes with singular point together)
combining of minutiae position and orientation in the
database [2]. Minutiae-based fingerprint recognition
systems consist of two steps, i.e., minutiae extraction
and minutiae matching. In the minutiae matching
process, the minutiae feature of a given fingerprint is
compared with the minutiae template, and the number
of matched minutiae are determined. If the matching
score exceeds a predefined threshold, the two
fingerprints can be regarded as belonging to the same
finger. However, minutiae-based algorithms do not
utilize all the information present in a fingerprint.
Pankanti et al. [4] showed that minutiae based
representation cannot provide desired distinguishing
ability for large-scale fingerprint identification tasks.

There have been a number of studies on extracting
new features from a fingerprint to improve the matching
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performance. These fingerprint features can be
generally classified into two categories: local features
and global features. Minutiae [2] and minutia descriptor
[5] are widely used local features, while FingerCode [6],
ridge feature map [7], orientation map [8], and density
map [9] are global ones. Feng [10] proposed an
algorithm to combine minutiae-based descriptor and
texture-based descriptor. Choi et al. [11] combined
ridge feature with minutiae feature for fingerprint
matching. Jain and Feng [12] proposed a fusion
scheme for latent fingerprint matching, which can
improve the accuracy. These studies showed the
superiority of the combined two features to single
feature. However, most of these studies extract only a
single type of feature for fingerprint recognition, and
then combine it with the conventional minutiae-based
method to improve the performance. The questions
that we are interested in are: (1) Can we further
improve the recognition performance by combining a
large number of features? (2) Among the various
combinations of features, which one is the best choice?
(3) Is the performance of feature fusion seriously
depending on the fusion method? These questions are
important issues for the design of practical fingerprint
recognition systems.

This paper undertakes a study on feature
combination for fingerprint recognition and proposed a
multi-feature fusion system for fingerprint recognition.
To select the best combination of features, a
comparative study is conducted to analyze the
performance of combining more than two features for
fingerprint recognition. Different combinations of
features are analyzed and compared by using different
fusion schemes and fingerprint databases. Based on
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the experimental results and analysis, a multi-feature
fusion based method for fingerprint recognition is
proposed. The experimental results show that a better
performance can be obtained in the proposed system.

Preliminary version of this paper appeared in [13].
The present paper contains more experiments
conducted on FVC02 DB1 and DB2 as well as a
refined discussion. In Section 3, we also proposed a
feature-fused fingerprint recognition system which can
largely improve the system’s performance.

The rest of the paper is organized as follows: In
Section 2, the best feature combination selection is
introduced. The proposed multiple feature fusion
system is presented in Section 3. Section 4 reports the
performance of the proposed system. We provide
conclusion and discussion in section 5.

2. BEST FINGERPRINT FEATURE COMBINATION
SELECTION

2.1. Feature Candidates

There are many features to represent fingerprints.
The most widely used features are minutiae and
features based on texture and ridges. The other
features, such as level 3 features [2] (i.e., pores,
incipient ridges, creases) are very difficult to detect in
medium-quality or low-quality fingerprints. Several
features that are variations of minutiae, texture and
ridges, have also been derived. Considering that
features selected for the fusion scheme should be
diverse, and mutually complementary, we have
selected the following features as candidates: minutiae,
orientation-based minutia descriptor, FingerCode, ridge
feature map, orientation map, density map [13].

2.2. Comparing of Different Combinations

In this sub section, experiments that compare
different combinations of fingerprint features are
conducted for best fingerprint feature combination
selection.

A variety of fusion rules have been proposed [14,
15], such as product rule, sum rule, max rule, min rule,
median rule and majority voting rule, which can be
used to combine the scores from the matchers based
on different features. These heuristic fusion strategies
do not perform well in situations where there are more
than two classifiers [16]. Many studies have shown that
by using Neyman-Pearson rule [17] or Support Vector
Machine (SVM) [18], a robust fusion can be obtained.
So in our study, we will use these two fusion schemes.

To avoid incidentally good result on just one
dataset, comparing experiments are conducted on
three databases, FVC02 DB1 and DB2 [19], and the
THU database [20].

A subset of 3200 (400x 8 ) fingerprints are randomly
chosen from THU database to form the training set for
the fusion schemes. Our experiments and former
studies [8] have shown that this number of fingerprints
for training is sufficient, since the performance
improves very little by increasing the training set. The
fingerprints in DB1, DB2 and the rest of the fingerprints
in THU database (including 427x8=3416 fingerprints)
are used for the testing.

The receiver operating curves (ROC) that plot FAR
versus FRR is useful for comparing fusion verification
schemes. The ROC curves of the best combinations
using different number of features are plotted in Figure
1. The labels of the curves in short form are described
in Table 1. For example, MOR means fingerprint
verification using three features: minutiae, orientation
and ridge density map.

Table 1: The Abbreviation for Different Features [13]

Abbreviation Feature
M Minutiae
D Minutia Descriptor
C FingerCode
F Ridge Feature Map
o} Orientation
R Ridge Density Map

The results illustrate that combining multiple

features for fingerprint recognition can significantly
improve the performance of the system. In all the
combinations, minutiae are included. This is because
minutiae are the most important representation of
fingerprints and has the best discriminability for
fingerprint recognition.

When combining two features, MR has the best
performance among all the combinations. Ridge
density map is a set of ridge distances in the
fingerprint, which describes the ridge denseness or
sparseness, so it is more complementary to minutiae
features (containing position and direction information)
than the others. Thus the combination MR has the best
performance in general.

The performance of the two fusion strategies is
roughly equivalent. The advantage of SVM is that it has
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Figure1: ROCs of the best combinations using different number of features: (a), (c), (e) for Neyman-Pearson rule, while (b), (d),
(f) for SVM algorithm, on FVC02 DB1 (first row), DB2 (second row), and THU testing database (last row), respectively.

the strong ability to learn from small-numbered

samples [21].

The best feature combinations are listed in Table 2.
Their computational cost and storage cost are also
given. In general, the experimental results suggest that

utilizing more feature information can result in a better
performance. However, it is not encouraged to use too
many features, since more features mean additional
computational cost and storage cost. Based on Table
3, we suggest that four features be used in the
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combination scheme, since the computational cost and
especially the storage cost are increased greatly when
more than four features are fused.

Table 2: The Best Combination
Different Number of Features

Schemes using

Number of Best Computational |Storage Cost
Features Combinations Cost (ms) (KB)
1 M 417.33 0.25
2 MR 608.41 0.33
3 MDR 716.30 0.64
4 MDCR 1261.75 0.80
5 MDFCR 1571.03 2.56
6 MDFCOR 1699.68 2.64

3. THE PROPOSED MULTIPLE FEATURE FUSION
BASED FINGERPRINT RECOGNITION SYSTEM

Based on the above comparative studies and
observations, we proposed a multiple feature fusion
based method for fingerprint recognition. We also
compared the proposed algorithm with a well-known
commercial method Neurotechnology Verifinger 6.2
SDK [22].

Since having more features means additional
computational cost and storage cost, our fusion system
uses four features in the combination scheme. Based
on the comparing experimental results, the selected
combination is MDCR. Compared with Neyman-
Pearson rule, SVM does not need to estimate the
probability density functions. Thus, SVM is chosen as
the fusion strategy based on its time efficiency [13].

Feature extraction
and matching

R

7 “\ \ b SVM H Comparing ‘
W 9
Input Fingerprint

P

Let s=(s;,5,,":,5,) denote the scores from n

classifiers based on different features. Let @, denote

the genuine class, while @, denote the imposter class.

Suppose that the original data space of SVM is L, and
the feature space is H (here we use L as a hint for “low
dimensional”’, and H for “high dimensional”). Let ® be
the transforming function between the two spaces

®:L — H. (1)

Let N be the number of training samples. Denoting
the set of training data as
{s;,v;},i=12,---,N,s;€L, and y; e {~1,+1} (denotes the
imposter and genuine class, respectively). The SVM
calculates the sign of f(s) as the decision result,

where f(s) is calculated as

N
f(s) =D K (s;,8)+b. )

i=1

The nature of the decision surface is mainly defined
by the kernel function K(s;,s), which should satisfy

Mercer's conditions. The commonly used kernels
include polynomial kernels K(si,s):(sfs+l)d, where
d is a positive integer to define the degree of a
polynomial decision surface, and Gaussian kernels

-, S‘.—Sz .
K(s;,s)=e gllsy=si The kernel function K(s;,s) can be

easily computed by an inner product of the non-linear
transform function [23].

The classical SVM is a technique for binary
classification in the field of pattern recognition, since
the fusion strategy relies on computing the sign of f(s)
in Egn. (2). In this study, a modification in order to
obtain a fusion score, but not a binary classifier

| Database | |

Figure 2: The flowchart of the proposed multiple feature fusion system.



34 Journal of Computer Science Technology Updates, 2015, Vol. 2, No. 2

Chen and Li

decision is proposed. The fusion score s, is

normalized from f(s) as

_ tanh(f(s)) +1

5 ®)

s7(s)
Based on this modification, for a given score s, , the
classification rule is as

Og, if Sf(so) > 2,

8o €@y, otherwise. (4)

where A is the threshold to minimize FRR under a
given FAR.

The flowchart of the proposed system is shown in
Figure 2.

4. THE PERFORMANCE OF THE PROPOSED
SYSTEM

The average performance on three testing
databases of the proposed feature fusion system is
shown in Table 3. The average computational cost,
storage cost, and EER for these methods have been
computed. The algorithms are implemented in C on an
AMD 2.0 GHz, 2.0 GB PC. The results show that,
requiring a little more computational and storage cost,
the proposed algorithm can greatly improve the
matching performance of fingerprint recognition.

Table 3: The Performance Comparison of the Proposed
Fusion Scheme with the State-of-Art

The Comparin
Algorm’:m"s 9 |EER (DB1) (%)|EER (DB2) (%) EER (THU) (%)
Verifinger 6.2 [22] 0.71 0.69 0.64
the proposed 0.48 0.45 0.37
Table 4: The Computation and Storage Cost

Comparison of the Proposed Fusion Scheme
with the State-of-Art

The Comparing Computational Cost

Storage Cost (KB)

Algorithms (ms)
Verifinger 6.2 [22] 417.33 0.25
the proposed 1261.75 0.80

5. CONCLUSION

In this paper, the performance of combining multiple
features for fingerprint recognition is comparatively

studied. Two widely used fusion schemes (Neyman-
Pearson rule and SVM) are implemented for the
feature fusion independently. Irrespectively whether
Neyman-Pearson rule or SVM is used, experimental
results show that a significant improvement can be
obtained by combining features. All the results show
that, generally the more features being used, the better
the performance is. However, beyond four features, the
performance improvement is negligible. Thus, we
suggest to limit the number of feature types to four due
to performance and computing effectiveness. Based on
these comparative studies, we proposed a multiple
feature fusion fingerprint recognition system, which can
improve the recognition performance significantly.
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APPENDIX

The features used in this study are described as
follows:

1. Minutiae

Minutiae are local ridge characteristics that occur at
either a ridge bifurcation or a ridge ending. In our study,
we use the algorithm proposed by Jain et al. [2] to
extract minutiae, which has been shown to be an
effective and widely used algorithm.

Most minutiae-based approaches count the number
of matching minutiae pairs and normalize it with the
number of minutiae in each fingerprint to get the
matching score [8]. Two minutiae are regarded as
matched when: 1) the differences of their coordinates
are less than A, and A, for the x-axis and y -axis,

respectively, and 2) the angular difference between
their directions does not exceed A,. The parameters
A, A, and A, are empirically determined. Let the
numbers of the minutiae located in the intersection of
the template fingerprint ( F;) and query fingerprint ( 7, )
be N, and N, respectively. The number of matched

minutiae pairs is denoted as N . The matching score is
usually computed as

N2
= . A
Sy Nth 1)

This score lies in the interval [0,1], and the value
represents the degree of agreement between the two
minutiae sets.
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2. Minutia Descriptor

Tico and Kuosmannen [24] built an orientation-
based minutia descriptor for each minutiae, which
consists of the original minutiae point and a set of local
orientation values uniformly sampled around this point.
The sampling points assigned to each minutia is
organized in a circular pattern around the minutia,

m=[x,y]" . Denoting 0, as the orientation estimated
at p,, the minutia descriptor is defined as follows:

. K\ P
f={{6 0y} )
where A(a,B) denotes the difference between the
angles a and f3.

When comparing two fingerprints, they are first
aligned. A similarity function between minutiae is
derived to identify the corresponding features and
estimate the similarity between the two fingerprint

impressions. Let a and b denote the labels
associated with two minutiae whose descriptors (Eqn.

(.2)) are, f(a)={oy,} and f(b)={ﬁk,,}, respectively.
The similarity function between the two minutiae is
defined as

L K]
S(@h) =D Y 5k (3)

1=1 k=1

where K = 3" K, x,, = @m0y, By,), and s(x) is
define as [24]

s(x) = exp(—16x). (-4)

If we denote a; and b, as the matched minutiae
pairs, N, and N, as the number of minutiae from two

fingerprints, respectively, and C is the set of matched
pairs, the matching score can be calculated as

2
1
T ZS(ai,bj) : (:5)

1774\ (i,))eC

Sp

3. FingerCode

FingerCode was proposed by Jain et al. [6]. They
first detect a reference point in the fingerprint
(generally, the core) and extract the region of interest
(divided in sectors) around it, then filtered the image
with a bank of Gabor filters with different orientations.
The filtered results are discretely coded as a feature

vector (FingerCode) by computing the average
absolute deviation from the mean of gray values in
individual sectors.

Fingerprint matching is based on finding the
Euclidean distance between the corresponding
FingerCodes. Since the features are not rotationally
invariant, the database stores ten templates for each
fingerprint. These ten templates correspond to various
rotations of the fingerprint image. The matching
distance d. is set as the minimum of the ten scores,
i.e., matching of the input FingerCode with each of the
ten templates, which corresponds to the best alignment
of the two fingerprints being matched. The final
matching score is obtained by normalizing the distance
score:

sc =exp(=dc). (:6)
4. Ridge Feature Map

To avoid the sensitivity of the reference point
detection in FingerCode, Ross et al. [7] proposed to
use the entire filtered images in computing the feature,
called “ridge feature map”. They first filter the
fingerprint image with eight Gabor filters each with
different direction. Then the image is tessellated into
square cells, and features from each of the cells
correspond to the variance of each cell. An eight-
dimensional feature map is obtained corresponding to
the eight filtered images.

In the absence of a reference point, the
transformation parameters (translation and rotation) are
estimated by minutiae matching. Then the parameters
are used to rotate and translate the feature of the query
image. Given two ridge feature maps of the template
and the query fingerprint images, the matching
distance d,. is computed as the sum of the Euclidean
distances of the eight-dimensional feature vectors. A
high distance score indicates a poor match. The final
distance score is normalized as

sp =exp(—dp). (.7)
5. Orientation Map

Another important type of global features in
fingerprints is the orientation map (also called
orientation field) [25], which can directly describe the
global structure of the fingerprint ridge pattern. It is
defined as a matrix whose elements are the ridge
direction at the corresponding pixel (block) in the
original image. The direction is defined in [0,7]. In this
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study, we use a so-called model-based method for the
computation of orientation field, which was proposed in
[20]. When the coarse field is computed by using the
gradient-based algorithm, a further advantage can be
gained by wusing the model for a weighted
approximation. Due to the global approximation, the
model-based orientation field estimation algorithm has
a robust performance.

In the matching step, the correlation between two
aligned orientation fields, O, (template) and O,
(query), is computed as below. Let Q, denote the

intersection of the two effective regions of fingerprints
after alignment (usually based on minutiae matching),
and N, is the total area of Q.. The matching score

between the two orientation fields is defined as

so=— ¥ 80, (8)

No (.)EQ

In Eqn. (.8), 6(;,j) is the difference between the
orientation values at the point (i,j) in fingerprint
images F, and F,, which is formulated as follows:

do(#, 7), if 6o(i.J) <

e

5(i, 5) =

T — 0o(i, 1), otherwise,

(.9)

and §,(i, j) is defined as:

where the directions

Ot(laj)
associated with pixels F,(i, /) and F,(, ). Usually, s;,

and O,@Gj) are

is normalized by

’
_ T —2s,

(.11)

So
T

A large value of s, indicates that there is a high

degree of correspondence between two aligned
orientation fields.

6. Density Map

Density map is a set of ridge distances in the
fingerprint, where the ridge distance is usually defined
as the length of the segment connecting the centers of
two adjacent and parallel ridges along the line
perpendicular to the ridges. Density map describes the
denseness or sparseness of ridges in a fingerprint.

Wan et al. [9] proposed a polynomial model to
approximate the density map and then utilize it into the
matching stage. Given two aligned ridge density maps,
R, (template) and R, (query), let Q, denote the

intersection of the two effective regions after alignment.
Let N, be the total area of Q. The dissimilarity score

between the two density maps is computed as

S%ZNL Y IRGH RG], (12)

R (i.j)ep

where R,(i,j) and R, (i,j) are the ridge density at
F,(i,j) and F,(i,j). The matching score is normalized
as

Sg =exp(—sg). (.13)

In this study, ridge feature map, orientation map,
and density map use minutiae alignment to fulfill the
registration, while orientation-based minutia descriptor
and FingerCode do not need minutiae alignment.
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